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Document Scope 

This document provides information regarding the Threat Simulator 1.0, including 
information about new features, resolved SRs, known defects and workarounds (if 
available). 

Release Overview 

This release is an incremental Threat Intelligence content update. It adds: 

Key Highlights 

• 28 new audits 
• 2 new assessments 

For a complete listing of all the new features included in this release, please refer to the 
‘What is New’ section 
  



What is New 
 
 
New Assessments (2) 
 
Assessment Name: Authentication Bypass 
Assessmen
t Name Category Info 

Maze 
Ransomwa
re April 
2020 
Campaign 

Kill-Chain Maze ransomware has been disclosed since 2019. The ransomware 
was initially distributed via spam emails and exploit kits and more 
than 100 companies became victims. Nearly every industry sector 
including manufacturing, legal, financial services, construction, 
healthcare, technology, retail, and government has been impacted. 
For a more detailed analysis of the malware, visit 
https://www.fireeye.com/blog/threat-research/2020/05/tactics-
techniques-procedures-associated-with-maze-ransomware-
incidents.html. 
The scenario in this assessment contains the following steps: 
1. A malicious Word Document with an embedded Macro script is 
delivered to the user. 
2. Once a user has opened the document, the Maze malware is 
downloaded via an HTTP GET request. 
3. The malware, once executed, begins to issue Command and 
Control commands. It performs 2 Maze CNC POST requests. Both 
requests are sent with binary data which contains host fingerprint 
information such as host name and user name. 

Reflected 
XSS 
Efficiency 
- XSS 
Vectors 

Instrumentati
on 

Cross-Site Scripting (XSS) is a type of computer security 
vulnerability found in websites that enables attackers to inject scripts 
into web pages viewed by other users. When these scripts are viewed 
and executed by other users, they can steal credentials, sensitive data, 
or modify values or settings on the target website. Reflected XSS 
(known also as non-persistent XSS) is taking place when the script is 
not stored on the Web Application side. Typically, the XSS code is 
spread by sharing a link which is referring a vulnerable web page. The 
link itself includes the malicious code to execute in web browsers. 
This assessment contains a collection of Cross-Site Scripting payloads 
sourced 
from https://gist.github.com/kurobeats/9a613c9ab68914312cbb41513
4795b45 

 
  



New Audits (28) 
 
Assessment Name: Maze Ransomware April 2020 Campaign 
Audit Name MITRE 

ATT&CK Info 

Maze Apr 2020 Campaign - 
Word Malware File Transfer 

T1189 This audit simulates the download of a Word 
document containing embedded macros via 
an HTTP GET request. The macros can be 
used to download additional malware, like the 
Maze ransomware seen in the 'Maze Apr 
2020 Campaign'. 

Maze Apr 2020 Campaign - 
Maze Malware File Transfer 

T1189 This audit simulates the download of the 
Maze ransomware via an HTTP GET request. 

Maze Apr 2020 Campaign - 
Command and Control 

T1048 This audit simulates the 'Maze Apr 2020 
Campaign - Command and Control' traffic that 
occurs after executing the 'Maze' ransomware 
executable. The victim sends an HTTP POST 
request with binary data containing host 
information, and the attacker replies with an 
HTTP code 404. This sequence occurs 2 
times. 

 
 
Assessment Name: Reflected XSS Efficiency - XSS Vectors 
Audit Name MITRE 

ATT&CK Info 

Reflected XSS: Cheat Sheet 
Payload #3001 - #3020 

T1189 These 20 audits simulate the sending of various 
Cross-Site Scripting (XSS) payloads. 

 
 
Assessment Name:  CISA Top 10, 2016-2019 Server Attacks 
Audit Name MITRE 

ATT&CK CVE Info 

Microsoft Windows 
SMB 
DataDisplacement 
Buffer Overflow 

T1190 2017-
0143 

This audit exploits a vulnerability in parsing an 
SMBv1 Write AndX Request. A remote, 
unauthenticated attacker could exploit this 
vulnerability to execute arbitrary code on the target 
system. This vulnerability was exploited by the 
ransomware codenamed "WannaCry" to infect 
Microsoft Windows - based hosts. The exploit 
(named Eternal Blue) was leaked by the Shadow 
Brokers hacking group in April 14, 2017. 

 
 
Assessment Name:  Malicious Office Documents 



Audit Name MITRE 
ATT&CK CVE Info 

Microsoft .NET 
Framework XPS 
FileParsing 
Remote Code 
Execution 

T1189 2020-
0605 

A code execution vulnerability exists in some 
versions of Microsoft .NET Framework. The 
vulnerability is due to insecure deserialization of 
XPS files by the 'XamlReader::Load()' function 
within 'PresentationFramework.dll'. A remote 
attacker could exploit this vulnerability by enticing a 
target user to download and open a crafted XPS 
file, which may result in the execution of arbitrary 
code. 

 
 
Assessment Name:  Web Browser - Microsoft 
Audit Name MITRE 

ATT&CK CVE Info 

Microsoft Internet 
Explorer 
'comparator' sort 
method Use-After-
Free 

T1189 2020-
0674 

This audit exploits a vulnerability in the Microsoft 
Internet Explorer scripting engine. Specifically, an 
attacker can craft an HTML page containing a 
Javascript script which creates an array of objects, 
and the object is reassigned in a custom sort 
function which then calls 'CollectGarbage()' 
resulting in use after free condition due to a 
dangling pointer. A remote attacker could exploit 
this vulnerability by enticing the target user to open 
a specially crafted web page. Successful 
exploitation could lead to arbitrary code execution 
in the security context of the target user. 

 
 
Assessment Name:  Web Browser - Apple Safari 
Audit Name MITRE 

ATT&CK CVE Info 

Apple Safari 
WebKit Incorrect 
ArithNegate Leads 
to Out Of Bounds 
Access 

T1189 2020-
9802 

This audit exploits a vulnerability in Apple Webkit. 
Specifically, an attacker can craft JavaScript in 
such a way that Checked and Unchecked 
ArithNegate operations are incorrectly swapped 
during Common Subexpression Elimination. This 
will lead to out-of-bounds memory access on an 
array after being JIT compiled. 

 
 
Assessment Name:  Web Browser - Google Chrome 



Audit Name MITRE 
ATT&CK CVE Info 

Google Chrome 
ReadableStream::Close 
Out of Bounds Memory 
Access 

T1189 2020-
6390 

This audit exploits a vulnerability in Google 
Chrome. Specifically, an attacker can craft 
JavaScript in such a way that when 
read_requests are modified from inside the 
accessor, the loop's iterator becomes invalid, 
and continuing to iterate through will cause out 
of bounds memory to be accessed. This can 
cause a denial of service condition in the 
browser or potentially lead to remote code 
execution. 

 
 
  



Technical Support 

Need help? Connect with us and we will gladly assist you.  

You can contact us by email via threatsim-support@keysight.com or using one of the 
global or regional support emails and/or phone numbers. 

 
 


